Mitigating DNS Abuse: Network of Trusted Notifiers & the
Asia / .KiDS Experience
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DNS Abuse “Ecosystem”

I : I
( gTLDS) Within ICANN Remit | Beyond ICANN DNS ' Infrastructure | Content :
| | i I
) i | | Other : I
Registration [ : : I
Data (WHOIS/ | '”teAmez/ ;V eb | :
RDAP) ! L PP ; l
[ Lo Platforms | I
T | L . Professional 1 "
: L ' Generated : 5
Registr Bt Registrar - - Content I 7
BSTY  e— 8 <> Registrant |-~ . ISPs i T,
System System : ] : I ]
i L i -
| ! ! . : . TY
— i : .
' Authoritati | |
I uthoritative | I
> gTLDDNS L+ DNSServers [— D IIRSesoIvers . User |
: (Hosts) (ISPs) . Generated :
| \ — ' Content :
] | |
IANA Root DB , - 5 |
/ ; L bl |
Root DNS 1, ccTLD DNS L__i__ Web & .Ema|| i I
| i Hosting : ®
| . .
. : \WWWeaSia
| : |




Not DNS Abuses but
TLD registries do
have policies to
=mitigate against (e.g.
UDRP & Rights

- Protection, CSAM,
“etc) ¢

Cyber Abuses

DNS Abuse

DNS Abuses witt
ICANN remit.
TLD registries are to
mitigate agé‘i..nst
(Phishing, malware,
botnets, etc.)

‘Lavel Domain
(TLD) Registries



Malicious
Registrations

Phishing
Malware
Botnets

Pharming

Spam

(as a vector)



‘m About DotKids ~ Registry Policies Marketing Mews & Blog Contact WHOIS

CONVENTION

ON THE RIGHTS OF THE CHILD

T T NG
FARENTS ACROSS | KION CHIORENS YIEWS  THOUGHTS F
COUNTRIE!

uuuuuuuu

KiDS Reaistry Policies




Not DNS Abuses but
TLD registries do
have policies to
=mitigate against (e.g.
UDRP & Rights

- Protection, CSAM,
“etc) ¢

Cyber Abuses

DNS Abuse

DNS Abuses witt
ICANN remit.
TLD registries are to
mitigate agé‘i..nst
(Phishing, malware,
botnets, etc.)

‘Lavel Domain
(TLD) Registries



4 T T OUR OWN Visi ICANN's mobile meeting e
@ | i > 3§ Welcome hitp://me.icann.org

> I_-« 7
ICANN f (Csok /
18-24 Juna Sunday, 19 June at §:00 pm Tuesday, 21 June at8:30 pm
2 0 1 1 fuin Betenom, Palrmomt Sngeyen. FaMes Aalroom, Faimoni Singapore

" neus @ us — 0org@ Aflos

Schedule

Sponsor Documents Media Archive

Local Time - Singapore "™

Thu, 23 Oct 2025, 08:50 Forum on DNS Abuse

Date: Mon 20 Jun 2011 - 16:00 - 17:30
Room: Canning/Padang
Links Session Leader: Margie Milam | Senior Policy Counselor
Registration
Venue

Sponsorship
Mobile Site

Remote Participation - Low Bandwidth

Remote Participation - High Bandwidth

Audiocast (archive):
EN Full
ES Full
FR Full

. — Virtual Meeting Room (archive)
] DA O 07 http://icann.adobeconnect.com/p7z5q4kkjyj/
SINGAPORE

Overview
Most of the online crimes you hear of abuse the Domain Name System in some way. Whether a scam artist hides his identity by
hosting his website behind an orphaned record, or a phisher registers a domain intended to resemble a famous brand, abuse of the
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ICANN Announcements

Read ICANN Announcements to stay informed of the latest policymaking
activities, regional events, and more.

ICANN.org Home Announcements Blogs Engagement Calendar Follow Us on Social Media Resources
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ICANN Publishes January 2026 gTLD Registry Audit
Report

29 January 2026

The Internet Corporation for Assigned Names and Numbers (ICANN) has published the January
2026 Contractual Compliance gTLD Registry Audit Report, which presents the results of the most
recent audit round conducted under ICANN's generic top-level domain (gTLD) Registry Audit
Program. The report summarizes ICANN Contractual Compliance's review of registry operators'
adherence to the Base Registry Agreement (RA) and applicable ICANN policies, with particular
attention to Domain Name Svstem (DNS) Abiice mitiaation reatiirements that came into effect in

Recent
Announcements

ICANN87 Schedule Now Available

ICANN Publishes Universal
Acceptance Expert Working Group
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TWNIC, Nominet and DotAsia join forces to join the
APAC Trusted Notifier Network
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Trusted Notifier: DotAsia’s Current Approach

* Registry-to-Registry
 Bilateral arrangements (TW — TWNIC, .UK — Nominet & .KZ — KazNIC)

» Similar level of sensitivity for Registry level domain suspension (on false positives, etc.)
e ccTLDs help add local dimension to detection of abuse (and national CERTSs)

* Expedited Suspension
* Trusted channel for submission
* Due diligence — documented evidence

* Exploring Other Dimensions

* Beyond DNS Abuse (and ICANN Remit)
 CERT / CIRTs
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AGENT IDENTITY

Securing the Future of Autonomous Agents
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How it Works

* Register: payments.example.agent ->
endpoint + public key

* Resolve: Query ANS -> recv endpoint +
capabilities

* Verify: SSL confirms identity

* Connect: Communicate securely, human-
agent or agent-agent

Let’s get our engineers connected

© 2026 GoDaddy Inc. FOR INTERNAL USE ONLY.
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ICANN'’s Global Multistakeholder Community
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WSIS+20 Latest News WSIS+20 Latest News

WSIS+20 Latest News

Overview

S50
2% WSIS-20
Follow-up and Review aas

Overall review of the implementation of the
outcomes of the World Summit on the
Information Society by the United Nations
General Assembly

Latest News
Background

UN GA High-Level-Meeting

Side Events

Media You will find Iatest developments about the WSIS+20 overall review by the United Nations General Assembly on this page

Preparatory Process Roadmap
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Every .Asia Domain
Contributes to Internet
Development in Asia
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