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New malicious object s  de tected by Kaspersky every day (20 22) 
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1,667,0 0 5,50 8 
at tacks blocked launched from online  
resources around the  globe  

462,210 ,159 
malicious and potent ially unwanted URLs 
detected 

185,168 
users  were  protected from at tempts  to 
s teal money from online  bank accounts  
with malware  ежедневно  

110 ,229  
customers protected from ransomware  
at tacks году 

 
General statistics – Kaspersky Security Network – main numbers (2023 H1) 

 

79,485,155 
malicious and potent ially unwanted 
object s  de tected 

The data is  based on detect ion not ificat ions of Kaspersky products  rece ived from users  who consented to providing stat is t ical data 
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APAC EU LATAM META NA Russia & CIS

Relat ive  at tack rate  
(at tacked users  /  
all users) 

 
General statistics – Kaspersky Security Network – web threats geography (2022 -2023 H1) 

 

Regions by % of Kaspersky customers 
encountered web-based threat s  

+0 ,12 % 
+1,29 % 

+7,8% 

+0 ,0 5 % 

20 22 

The data is  based on detect ion not ificat ions of Kaspersky products  rece ived from users  who consented to providing stat is t ical data. 

20 23 H1 
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General statistics – Kaspersky Security Network – attacks by industries (2023 H1)  

 

The data is  based on detect ion not ificat ions of Kaspersky products  rece ived from users  who consented to providing stat is t ical data. 

8,1% 
2,4% 

4,4% 
3,7% 

4,6% 
8,9% 

6,0 % 
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14,3% 
0 ,4% 

11,8% 
9,3% 

0 ,7% 
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1,9% 

Agriculture/Forestry

Construction

Education

Energy & Utilities

Finance/Insurance/Real Estate

Government

Healthcare

IT & Telecommunications

Manufacturing

Not For Profit

Other
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20 23 H1 

At tacks  
by indust ries   
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12% 

24% 

43% 

The data is  based on Incident  Response  cases by Kaspersky Global Emergency Response  Team in 20 22 

 
IR statistics (2022)  

 
 

Vert icals  and indust ries  by IR cases 

Geography of IR cases 

Most  popular at tack vectors  

Compromised  
Accounts  

Exploit  Public  
Facing Apps 

Malicious  
email 

Other 
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Kaspersky Managed Detection and Response statistics (2022)  

 
 

The data is  based on incidents  reported to customers of Kaspersky Management  Detect ion and Response  service  in 20 22 

Number of  
reported incidents  (%)  

Number of 
customers  (%) 
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20 % 

8% 

72% 

 
Kaspersky Managed Detection and Response statistics (2022)  

 

20 % 

23% 

27% 

The data is  based on incidents  reported to customers of Kaspersky Management  Detect ion and Response  service  in 20 22 

Reported incidents  by severity Most  used techniques 

High Low Medium Valid Accounts  Account  
Manipulat ion 

Exploitat ion of 
Remote  Services  

 

 

 

 

 

 

      

 
 

 
 

   

 

 

  

Other 
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Kaspersky Managed Detection and Response statistics (2022)  

 

 

 

 

4% 

30 % 

27% 

19% 

8% 

8% 

4% 

The data is  based on incidents  reported to customers of Kaspersky Management  Detect ion and Response  service  in 20 22 

       High severity incident  root  causes 

Crit ical 
vulnerabilit ies  

Social 
engineering 

APT t races APTs 

Malware  

Insider 

Red Teaming 
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41.69% of all emails  around the  world and 41.49%  
of all emails  in the  Russian segment  of the  internet  
were  spam 

2,366,40 6 
at tempts  to follow phishing links were  
associated with Telegram account  
hijacking 

31,0 64,40 5 
malicious email at t achments  blocked 

 
Phishing & spam – main numbers (2023 H1) 

 

The data is  based on detect ion not ificat ions of Kaspersky products  rece ived from users  who consented to providing stat is t ical data. 

312,195,337 
at tempts  to follow phishing links blocked 
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Phishing – examples – fake investments  

 
 

Elon Musk’s  name is  often used by 
scammers in RU segment  

This  scam at tack lures  vict ims 
with the  fake  investment  s it e  in 
Russian 

Obviously, once  vict im “tops up 
the  account” money will go to the  
scammers 
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Phishing – examples – fake form to take over victim’s Telegram account  

 
 

Fake form to receive  a payment  
for children under 18 

It  imitates  an error and lures  
vict im to scan the  provided  
QR code with his  Telegram app 

If vict im does that , his / her Telegram 
account  will be  taken over 
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Vulnerabilities  

 
 
 

The chart  is  based on the  
data is  from cve .mit re .org 
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Vulnerabilities – Q2 2023 – most exploited software  

 
 
 

76% 

8% 

5% 

4% 
4% 3% 

The data is  based on detect ion not ificat ions of Kaspersky products  rece ived from users  who consented to providing stat is t ical data. 

CVE-20 17-11882 CVE-20 18-0 80 2 

CVE-20 17-0 199 

CVE-20 17-8570  

RCE in MS Office  Equat ion Editor 

RCE in MS Office  Word/ WordPad 

RCE in MS Office , exploited via specifically crafted 
HTA script  

    

 

 

           
       

        

        
      

  

Most  act ive ly exploited 
vulnerabilit ies  (on EP): 

   

J ava 

Office  

Adobe Flash 

Android 

Browser 

PDF 

https://securelist.com/nokoyawa-ransomware-attacks-with-windows-zero-day/109483/
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Vulnerabilities – Q2 2023 

 
 
 

The data is  based on detect ion not ificat ions of Kaspersky products  rece ived from users  who consented to providing stat is t ical data. 

Most  act ive ly exploited 
vulnerabilit ies  (on EP): 

Notable  new vulnerabilit ies : 

CVE-20 17-11882 CVE-20 18-0 80 2 

CVE-20 17-0 199 

CVE-20 17-8570  

CVE-20 23-34362 CVE-20 23-350 36 CVE-20 23-3570 8  

CVE-20 23-27350  

CVE-20 23-28252 

RCE in MS Office  Equat ion Editor 

RCE in MS Office  Word/ WordPad 

RCE in MS Office , exploited via specifically crafted 
HTA script  

a group of CVEs in MoveIT Transfer software , act ively used by 
Clop ransomware  gang; almost  10 0 0  organizat ions affected 

in PaperCut  software , act ive ly exploited by Bloody group 

Windows vulnerability used in Nokoyawa ransomware  at tacks. 
Firs t  reported by Kaspersky (Boris  Larin). 

Learn more   

 

 

 
  

 

 

  

 

 

 

https://securelist.com/nokoyawa-ransomware-attacks-with-windows-zero-day/109483/
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New posts on ransomware blogs (aka data leak sites, DLS) per month, dynamics, 2023 H1  

 
 

The data is  based on detect ion not ificat ions of Kaspersky products  rece ived from users  who consented to providing stat is t ical data. 

Number of post s  in 20 23 – 94% of 20 22 in firs t  8 months  

Number of post s  in ransomware  blogs in 20 22 

10 0 % 

213% 20 9% 210 % 
225% 

172% 178% 

228% 

January February March April May June July August
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Ransomware – DLS statistics (2023 H1)  

 
 

26% 

12% 

10 % 
9% 

7% 

36% 

The diagram reflect s  the  most  
prolific extort ion gangs, that  is , 
the  ones that  added the  largest  
numbers  of vict ims to the ir data 
leak s it es  (DLS). 

Black  
Basta 

Lockbit  

BlackCat /  
ALPHV 

Clop 

Other 

Vice  Socie ty 
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Ransomware – initial vectors and tools  

 
 
 Attackers  

often use: 
PowerShell 
to collect  data 

Mimikatz 
to escalate  privileges 

PsExec 
to escalate  privileges 

Cobalt  St rike  
frameworks like   for all 

s tages of at tack 

42,9% 

23,8% 

11,9% 

9,5% 

4,8% 

4,8% 

2,4% 

Exploitation of public-facing apps

Compromised accounts

Malicious email

External remote services

Trusted relationships

Other

Hardware additions

Init ial at tack vectors   
(IR cases, 20 22) 
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Learn more  

 
Ransomware – initial vectors and tools  

 
 
 The hateful e ight : 

Kaspersky’s  guide  to 
modern ransomware  
groups’ TTPs 

https://securelist.com/modern-ransomware-groups-ttps/106824/
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Supply chain attacks & risks  

 
 
 
 New cases of supply chain 

at tacks cont inue to emerge 
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Supply chain attacks & risks  

 
 
 
      

    
Open source  
software  brings 
supply chain risks  

    
    

     
      
 



22 

 
Supply chain attacks & risks  

 
 
 
 Vulnerabilit ies  discovered in 35,0 0 0 + 

packages in popular repositories  
Malware  or potent ially dangerous software  
discovered in 4,50 0 + packages in popular 
repositories  
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Data leaks – statistics (Russia only, 2022)  

 
 

The data is  based on research by Kaspersky Security Services and Kaspersky Digital Footprint  Inte lligence  service  

168 
data leaks detected 

2,126,0 95,255 
leaked data rows found 

47,663,767 
leaked data records with 
passwords found 

Data leaks per month 

4 5 

12 12 
16 

14 
11 

34 

22 

11 12 
15 

January February March April May June July August September October November December



 
Operation Triangulation  

 

Discovery Detection Tool Implant 

Found by our own SOC with 
Kaspersky Unified Monitoring and 
Analysis Platform products 

An unknown actor 
using iOS iMessage 
exploit since 2019 

Disables iOS updates 
to prevent patching 
the bug 

Memory-resident only.  
No persistence 

Highly sophisticated 
cyberespionage 
campaign 



Thank you!  
Vladimir 
Kuskov 
 Vladimir.Kuskov@kaspersky.com 

TLDCON 2023 

mailto:%20Vladimir.Kuskov@kaspersky.com
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