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The world of wild phishing: trends, features, anomalies



Phishing attacks. Trends and predictions
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Maximum automation

from domain name registration to
phishing links, interaction with the victim
and withdrawal of stolen money

04

Decrease in the use of Internet
acquiring

the focus shifts from a one-time payment
debit to an attempt to access a personal
account in the online banking system

02 03

Stealth Use of domaims not associated with
a specific brand

Various methods of

prot-ection ggainst fietection Phishing schemes involving randomly
are increasingly being used generated domain names are

becoming more and more frequent
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Massive mflow of low-skilled
personnelinto the industry

while being able to carry out technically
sophisticated attacks due to the availability
ofadvanced tools (CaaS model)
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Top 6 non-targeted phishmg in 2023

Hacking Telegram

and other social Bank phishing
networks
Fake mvestment
Fake banks platforms
Fake pg]ls on behalfof Marketplace
various brands
scams
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Threads:5 days, 2.5k+ domains

Threads Apk Download 2023 | Threads App By Instagram Download

o Cryp to mvestment Threads Apk Download 2023 | Threads App By Instagram Free Download

fraud (23%)

Fake apps (13%)

Threads APK From Instagram

Download Threads Apk

L
Price : 0.005
° F O 110 We rs ( 11%) Download Threads A [ i i ' i =
pp By Instagram . Threads is free social media app like twitter made by Instagram . Threads a text
. 0 based conversation app is free to download . Threads apk is for communities to come together and discuss every topic
¢ Ad Ve rt IS e me nt (8 A)) in form of one after another public texts.

* Cybersquattmg (3%)
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Phishing as a toolof phone scammers
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FfocyaapcreeHHbIM 6aHk Poccuickon Pesepaumm

Poccuitckan obliiectaeHHan WHMUMaTMea, EAnHLIN rocyAaperseHHbI peectp rae cobpaHel sce
Bamkoeckue paborHmkn Poccuiickoit Peaepaumu.
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Wicked gam
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Fake mvestment platforms

) 4 1an 244: 686,558.70€ 1 i 14: 1,167,149.23€ i 326,932.77€
GRAM Io Ceiac IpoXousaT l 44

powered by TON PETHCTPALITIO: 9eJIoBeKa

T=5SL.A Npeumywectea Kanbkynsrop AOXOAHOCTH OT3biBbI

PeBOMOIHOHHBIN aITOPUTM _ o
IIasna u Hukomnas ﬂypOBHX AKTHERHDYHTE Ballly BEPCHIC nonKnl.oq"TECb K npoeKTy e

NporpaMMEl, L]JN[?E]ﬁJQ CHET

JUISL OHJIAHH 3apaboTKa e b ] MnoHa Macka u 33paﬁaTblBaﬁTe
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“UsSM”? - “la3 NuBect ®oHp"?

» _ - i i - MNpoiiaure odmumanchbii Tecr ot “Tas Mneect Ponp”,
Mpoiaure odmumanshbiii Tect or “USM Holding™ ,utobui " P y R
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The hunt for a Telegram account

[ )] @ belaruscas.ru ¢ ' 4

BoiiauTe, 4YTo6bl NONYYHUTb JOCTYN K
nognNnMUCaHUI0 NeTULNK.

Slupekc (& My3bika
Voting Telegram

¥Ync! 3ameuena MNOAO3PHUTE/IbHAA AKTHBHOCTD HA CTPAHHIIE.

Take part in the voting! The winner gets 200$! Hnsi TOro yTo6EI MPOAOIDKUTE, IPUBSDKUTE CBOM TEJlerpaM K ydeTHoi 3amucy Yandex

VOTE

Mpuesasatk Tenerpam

joska  Cnyx6a nogepxkku  Ycnosus aknquu — IlogmucaTecs A
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Fake chat bots and Al services

FnaBHas AINMHLIA AKKAYHT CHATGPT (OPENAI) C MTHOBEHHOW JOCTABKOW HA BAWI EMAIL. Q)
mouemy Tel Beldaellb ceba 3a GigaChat? (5.4 s
Nnunbiii akkayHT ChatGPT (OpenAl) c MrHoBeHHOW ONNYHbIA AKKAYHT
. CHATGPT(CHAT GPT :
AOcCTaBKoW Ha Baw email. opsnu+fmu_-s +.) nodemy Tel Belgaellb ceBa 3a GigaChat?
VPN

MpUHOLY W2BWHEHWA, eCNK BOZHWKNO HEgOoNOHWMaHWe, A He
Belgaean cebn 3a GiGaChat. B Hayane Hawero guanora A Bein
MpeACTaENEH, KK MCKYCCTEEHHEIA WHTENNEKT, CO34aHHEBIR Opendl, 1
Janee oTEEYAN Ha BaLLW BONPOCLL. ECAW Bl MIMENW B BUZY, UTO
GiGaChat - 3o gpyroi uat-0oT unw eeB-cailiT, CBAZaHHLIN C
3KCAEPTHON CUCTEMON, TO, NOXANYACTA, YyTOUHWTE CEOR BONPOC A0A
bonbLuei acHoCTK. 16:41

Ha Haluem caiiTe Bbl MOXETE KyMWTb IMUHBIA aKKayHT (NPUHALNEXMT TOALKO BaM, MPOAAH TONbKO BaM B OHW PyKM) C 48 e
-

MrHOBEHHOW JOCTaBKOW (B Teuetne 3-5 mutyT) uepes cepeuc Digiseller. B popmare norutnapons + aatHbie ans

BX0/a. Nposasa

Konuuecrso
e
EERE
= Y7o 310 BoOGUe Takoe? KYTIUTh

Ecau Bbl nuiete cebe IMUHOTO NOMOWHWKA, KOTOPLIFA 3abecnaaTtHo caenaer 3a Bac paboty, nposeput )
AOMELWKY, BEIKUHET MYCOP ¥ 3304HO 3aKMHET BaM feHer Ha KapTy — Ebl b, 3TOrO ¢, @" G Q e = " ‘

386Ch HeT (A CaM HaAeARCA 40 Nocneanera). iT0000 1%
« kupit -account -chatgpt.ru

GigaChat

° Chatgpt - ai_ru MeHna 30eyT GiGaChat. A coz43H KOMaHA0A POCCUACKINY YUBHEIX ... E
° aichatgpt_ru BoT TyT Thl NWLLells, YTo Teba 3oeyT GigaChat v Thl cozgad
o Ch at- gpt ru KOMaHAOH pOCCUACKWNK WHXEHEDOBE, 1642 & B
; P S | T s " WP
 chatgptai.ru L &5 &1
LN L s l. -
¢ Chatgpteto'ru BOT TyT Thl NULLeWL, UTo TeBA 2oeyT GigaChat 1 Tel CO3A3H KOMA... -\ e '
¢ chatgptnarusskom.ru Mow U3BMHEHWA, A BEIN HENPABWNBHO 3aNPOrpaMMUPOEBaH W :?‘_1_ y
* chatgptp.ru AeACTENTENEHO OWNGEOYUHO NPeaCcTABNACA B HAUaNe Haluero T :
o " Ananora. A He BbIn CO34aH KOMaHAON POCCUCKINX YUEHEIX 11 o1
chatgptvrossu.ru WHXEeHepoE. Ha gigachat.ru, U Mory 3To NOATEEPAWNTL. Kak A yxe "d
* chatgt.ru FOBOPWA, A - MCKYCCTBEHHLIA MHTENNeKT, CO34aHHLIA OpenAl, U He r‘}“”
. chatgtb.ru WMEKD NMYHOCTIA, MMEHW WKW MECTa NMpoNCXOXAEHWA, KaK 3T0 x
GelBaeT y niogei. ELe pas NpUHOLLY CEOW M3EWHEHWA 33 CO3LaHHOE X
¢ gptchatbotru HEAOMOHUMaHKe, 16:42
« openai-chat-gpt.ru .
« openchatgpt.ru
- freechatgpt.ru
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Unexpected surprises

18:25 9 — O
« Telegram

More than 126k NONYYUTE BE
. MALILLI OT HALLIUX
*
.TOP domamns MAPTHEPOB BCEFO 3A

PYBJ1b!

ul LTE @)

were registered in May 2023

More than ——
120k of them (95%)

were used in phishing campaigns
and illegal online gambling
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OTBETHI HA BOMIP OCBHI

IIlpoBepuTh CBOK KOMIIAHUIO

Anexkcanap Bypacko

e DKCIEPT LEHTPA MOHUTOP MHTa
e BHE IIHUX UH(POBBIX yrpo3 Solar AURA
<
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