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The  world  of wild  phishing: trends, feature s, anomalie s 
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Phishing attacks. Trends and  predictions 

Maximum automation 

from domain name  registration to 
phishing links, inte raction with the  victim 
and withdrawal of stolen money 

0 1 
Stealth 

Various me thods of 
protection against de tection 
are  increasingly be ing used 

0 2 

Decrease  in the  use  of Inte rne t 
acquiring 

the  focus shifts  from a one - time  payment 
debit to an attempt to access a pe rsonal 
account in the  online  banking system 

0 4 
Massive  inflow of low- skilled  
pe rsonne l into the  industry 

while  be ing able  to carry out technically 
sophisticated attacks due  to the  availability 
of advanced tools  (CaaS mode l) 

0 5  

Use  of domains not associated  with 
a specific brand  

Phishing schemes involving randomly 
gene rated domain names are  
becoming more  and more  frequent 

0 3 



3 

Top  6  non- targe ted  phishing in 20 23 

Hacking Te legram 
and othe r social 

ne tworks 

Bank phishing 

Fake  banks 
Fake  investment 

platforms 

Fake  polls  on behalf of 
various brands Marke tplace  

scams 
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Threads: 5  days, 2.5k+ domains 

• Crypto investment 
fraud (23%) 

• Fake  apps (13%) 
• Followers (11%) 
• Advertisement (8%) 
• Cybersquatting (3%) 
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Phishing as a tool of phone  scammers 
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Wicked game  
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Fake  investment p latforms 
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The  hunt for a  Te legram account 
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Fake  
re se lle rs  
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Fake  chat bots  and  AI se rvices 

• kupit - account - chatgpt.ru  
• chatgpt -ai.ru 
• aichatgpt.ru  
• chat -gpt.ru  
• chatgptai.ru  
• chatgpteto.ru  
• chatgptnarusskom.ru  
• chatgptp.ru  
• chatgptvrossii.ru  
• chatgt.ru  
• chatgtb.ru  
• gptchatbot.ru  
• openai - chat -gpt.ru  
• openchatgpt.ru  
• freechatgpt.ru  
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Unexpected  surprise s 

More  than 126k 
*.TOP domains 
were  registe red in May 20 23 
 
 
More  than  
120 k of them (95%) 
were  used in phishing campaigns 
and illegal online  gambling 
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Ответы на вопросы 

Александр Вураско  
Эксперт центра мониторинга  
внешних цифровых угроз Solar AURA 

Проверить свою компанию 
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