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Little Earthquakes
Recent Developments in EU Legislation and Regulation
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DNS4EU

Applicable law
Published in the Of Þcial Journal of 
the European Union

In negotiation
Proposal by the European 
Commission entered the legislative 
process

Planned 
initiative

Mentioned by the European 
Commission as potential legislative 
initiative

Legend



Fair Share
¥ Ònetwork feesÓ, Òfair shareÓ, Òsending party network paysÓÉ 

¥ The age-old question: to compel content providers to pay the companies 
that provide network infrastructure to end users?  

Énow with a new spin: ÒUS Big Tech companies to pay EU telcosÓ  

¥ Charged atmosphere between the Commission/European telcos (and 
their industry association, ETNO) and many in the Internet industry and 
technical community 

¥ In June, the Parliament passed a resolution calling for measures to ensure 
Òa fair contribution from Large Traf Þc Generators (LTGs)Ó

The "fair share" debate: a tale of 
lobbying, capture and hypocrisy! 

Konstantinos Komaitis

https://www.komaitis.org/personal-blog/the-fair-share-debate-a-tale-of-lobbying-capture-and-hypocrisy


NIS 2
¥ Update to the 2016 Network and Information Systems (NIS) Directive  

¥ Directive in effect from January 2023 (Member States have 21 months to transpose to 
national law)  

¥ Some early focus on efforts to include ÒEuropean root server operatorsÓ in scope of 
the law  

¥ Coordinated community engagement with the different institutions ensured this was not 
included in the Þnal text  

¥ Requirements on other actors, including ccTLDs (Article 28), regarding accuracy of 
data; but concern that different states will implement different rules

eco Statement on Article 28 of the Published NIS2 Directive 
August 2023

https://international.eco.de/news/eco-statement-on-article-28-of-the-published-nis2-directive/
https://international.eco.de/news/eco-statement-on-article-28-of-the-published-nis2-directive/


e-Evidence
¥ A package (including a Regulation and a Directive) designed to, Òmake it 

easier and faster for police and judicial authorities to access the electronic 
evidence they need in investigationsÓ 

¥ Elements came into force in August (the Regulation will come into force from 
August 2026)  

¥ SigniÞcantly, legal orders for electronic evidence can be made from law 
enforcement to operators in other EU jurisdictions (without having to go via 
the local courts)  

¥ Originally proposed in 2018 ( Þve years of negotiation)

European Commission webpage

https://commission.europa.eu/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/e-evidence-cross-border-access-electronic-evidence_en
https://commission.europa.eu/law/cross-border-cases/judicial-cooperation/types-judicial-cooperation/e-evidence-cross-border-access-electronic-evidence_en


Cyber Resilience Act
¥ ÒÉ introduces mandatory cybersecurity requirements for hardware and 

software products, throughout their whole lifecycleÓ  

¥ While the European Commission notes, ÒspeciÞed exclusions such as open-
source softwareÓ, there has been signiÞcant concern in the open source 
community 

¥ A public consultation was held at the beginning of the year; current draft 
approved by parliamentary committee in July

https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act

Open-Source Software vs. the Proposed Cyber Resilience Act !
Maarten Aertsen, NLNetLabs, November 2022!

https://digital-strategy.ec.europa.eu/en/policies/cyber-resilience-act
https://labs.ripe.net/author/maarten-aertsen/open-source-software-vs-the-proposed-cyber-resilience-act/
https://labs.ripe.net/author/maarten-aertsen/open-source-software-vs-the-proposed-cyber-resilience-act/


DSA/DMA
Digital Services Act  

¥ Proposed 2020, passed November 
2022  

¥ This April, the European 
Commission designated 19 
platforms and 3 search engines as 
ÒVery Large Online PlatformsÓ 
(VLOSEs)

6 September 2023

Digital Markets Act  

¥ Passed in November 
2022, in force since 
May 2023

¥ European Commission has now 
identiÞed six!gatekeepers and 22 
core platform services (operated by 
those gatekeepers)  

¥ Gatekeepers must abide by ÒdoÕs 
and donÕtsÓ in how they manage 
their customer relationships

https://ec.europa.eu/commission/presscorner/detail/en/ip_23_4328


AI Act
¥ ArtiÞcial intelligence a hot topic in the last 18 

months 

¥ EU effort is just one of many, including Council 
of Europe work on a convention, and UN 
Security Council discussions, and various 
national regulations  

¥ AI Act described as, Òthe worldÕs Þrst 
comprehensive AI lawÓ 

¥ Parliament adopted a position in June, but with 
signiÞcant changes to original draft

ÒA European Union representative thinking 
about how to regulate arti Þcial intelligenceÓ 

OpenAI DALL-E

https://www.coe.int/en/web/artificial-intelligence/cai
https://www.securitycouncilreport.org/whatsinblue/2023/07/artificial-intelligence-briefing.php


DNS4EU
¥ Announced as part of the ÔEUÕs Cybersecurity Strategy for the Digital 

DecadeÕ in 2020, DNS4EU is a public DNS resolver established in Europe 
and funded (initially) by the EU  

¥ A tender process in 2022 selected Whalebone, a consortium based in CZ, 
to develop the service  

¥ From a recent Whalebone presentation: 

2023 2024 2025 2026+

Source: !
ÔDNS4EU scope. timeline 
and challengesÕ!
DNS OARC 41 presentation

ÒThe EU desires to make this the officially recommended DNS resolver for 
public and governmental institutionsÓ

http://EU%E2%80%99s%20Cybersecurity%20Strategy%20for%20the%20Digital%20Decade
http://EU%E2%80%99s%20Cybersecurity%20Strategy%20for%20the%20Digital%20Decade
http://EU%E2%80%99s%20Cybersecurity%20Strategy%20for%20the%20Digital%20Decade
http://EU%E2%80%99s%20Cybersecurity%20Strategy%20for%20the%20Digital%20Decade
https://indico.dns-oarc.net/event/47/contributions/1019/
https://indico.dns-oarc.net/event/47/contributions/1019/


Éone last thing: Sanctions
¥ Farzaneh Badii, lead researcher with 

Digital Medusa, published a report 
earlier this year on sanctions and their 
impact the Internet, particularly in 
relation to core, global functions  

The study was funded by the RIPE NCC

https://digitalmedusa.org/wp-content/uploads/2023/05/SanctionsandtheInternet-DigitalMedusa.pdf


Some Useful Resources
¥ RIPE Labs (#policy)  

¥ CENTR Policy Documents 

¥ eco (German Internet industry association)

Éand thank you!
@_buckr

https://labs.ripe.net/search/tag/policy/
https://centr.org/library/library/policy-document.html
https://international.eco.de/eco-news/
https://twitter.com/_buckr

