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NTP - Network Time Protocol
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CoCTOSIHME YacoB B/iusieT... Ha BCEé ()¢

“Network boxes" ¢ NOS

* OT1'"kKpumntownt3os" n npoymnx VPN * BHYTpeHHUM ckpnnTuHr. Commit scripts,
KOHLUEeHTpaTopoB — OT "pizza box" like no OUNNMHIOBbBIM aKKAYHTUHI Yepe3 CHETUMKM
60MbLLIMX MOOYbHbIX CETEBbLIX LLUKAPOB Ha dunsTpoB/MHTEPdeicos, AS PATH prepend

OECHATKN KOHUNTOB

* Jloru - camasa HebonbLuaa npobnema. * KnacTtepusauma n CTeKMpPOBaAHME -
[MpocTo y Bac byneTt MelwaHuMHa B SIEM HernpeackasyeMo
CUCTEMaX KaKasg MMEHHO - 3aBUCUT OT
pipeline cbopa » XpaHeHUs » 06PaboTKM * TenemeTtpusa - netflow / JFlow /ITI/ SFlow
noro.. MoXeT Tak: NOS » SIEM, a MoXkeT 1 /IPFIX - 1 T.4.

Tak: NOS » SLOG - SIEM(s)



CocTOosiIHMe YacoB BIMsieT... HA BCé

()¢

CepBepa ¢ sawmmm mrob6umumbiMmmu OS

Hoster. Coato B apeHOy

CPU+RAM+HDD/SSD@VPS/VDS — y KMeHToB

nyckam uBeTyT 1000 uBeTOB. A KaK e soft
CX[? GlusterFS / CEPH deployment
prerequisites - Synchronize time across all
storage servers using the Network Time
Protocol

Enterprise. KoHTponupyemaa cpena,
3anyckaeM Ha laasS (nmouTtun) ogmHakoBble(?)
VM U/Mnm KoHTeMHepbI
OecaTtkaMu/coTHamMm. HenpasunbHoe
BpeMsa Ha XocTe nosnmsdaeT Ha BCEX rocten

OnepaTtop cBA3Un. Bce yTo paaoM C
OUNNMHIOM, TapudaMm — AeHbrn. Bcé yto
PAOOM C yripaBneHMeM KOHPUIrypaumnamm
cCeETN U MOHUTOPUHIOM - SLA

KOHTeHT reHepaTop. MHoro nornkmn B8 CDN
3aBA3aHO Ha YTO-TO-MO-pPacrnmMcaHmIo

CepBuchbl. bBeckoHe4yHoe pa3Hoobpasme
npobnem

[JaHHble. BO3MOXXHO 6yayT NCMOpPYEHbI



CoCTOSIHME YacoB B/iusieT... Ha BCEé ()¢

* PCI DSS - Payment Card Industry Data Security Standard

[TOCTOAHHO OOHOBNAOLWMNCA CTaHOaPT * B 4.0 nogBunochb TpeboBaHme
MYNBTUPAKTOPHOM ayTEHTUDUMKALLUU —
«PCI DSS requires multi-factor

* 2004-1.0/2006+11/2008>12/../2022 » 4.0 authentication for all non-consumer users

and administrators on all system

* 12 rmaBHbIX HanpaBAeHnn (6onbLUMX components»

KaTeropumn), 440 NpoBePOYHbIX Npouenyp
* Multifactor auth » TOTP (Time-based one-

! time Password)
* OOHO M3 HUX - "T1poToKoONMMpPOBaHMe

cobblT U oencTsmin'



*Ha yTto noB/insieT y Bac?
lNpoBepbTe camMu.
YcTrpoUuTe «ydeHUs»

e Jlydwe genatb Ha Ay6MpYyoLLLEN
MHPPACTPYKTYype
e [leTanbHO NpoayManTe cUueHapmmn

e Y BacC e eCTb 6eKanbl, KOTOPble Bbl
TecTupyete?

e W Npouenypbl «disaster recovery»?




MCTOUHUKMN X

— 0OPOro (KapTa, Kabenb, aHTeHHa). [Mpob6AeMHbIN YXN3HEHHbIN LMK MAaTGOPMbI.
He Be3ne 1 He Bcerga yCToM4YmMBbIA MPUEM

— OYEHb O0POro, OTAENIbHbIE CAMOCTOATEIbHbIE YCTPOMCTBA, MOXXHO MCMOMb30BaTb O/14
ATOMHbIe “ONCUMNNMHUNPOBAHMSA" YAaCOB, CIIOXXHble MHTepPdEeNChl ConpsXeHmsa. MHoraa Hy»XeH

yachbl «HecTaHaapTHbIM OPEX», KTO MOMMET 4To ¢ HUMK BCcé OK? Bnbpaunmn? NameHeHue
TeMnepaTtypbl? [NoBepKa OT APYTrMX aTOMHbIX YaCcOB?

Pyé6buauneBbie — CTaBAT BMecCTe C APYIrMM MCTOYHUKOM, MOXXHO 6paTb PPS, He caMocToaTeNbHbI
U LesneBbie
“Ky6MKM”

— rotoBble 1-2U kopobkun » vendor lock (BHyTpu x86 COTS 3a40p0ro), C/IOXXHO U
OOPOro MOHUTOPUTb, MHTErpUpoBaTb ¢ NMS, 3amLLaTb, OOHOBAATb
LMK NnaTdopMbl. He Be3ge 1 He Bceraa yCTOMYMBbIN MPUEM

Kopo60o4Hbin
NTP cepBep

— 0aBanTe MOCMOTPUM Ha HEFO BHMMATENbHO
pool.ntp.org




pool.ntp.org

e pool.ntp.org - KTO-TO, rOe-To, KaK-To, B TOM Yucsie Ha agpecax "Dynamic
|P Pool for Broadband Customers" (0aneko 1 He HaaéXXHO).

* BCE (BCe BEPCUM MPOTOKOMNA) OJ1F BCEX — €ANHCTBEHHbIN
PEKOMEHOOBAHHbLIN COPT a4 ydacTHMKOB — ISC NTP

Hos16pb 2022, ognH N3 y4ACTHUKOB pool.ntp.org

m % Total Q % IPv4 % IPV6 No. of clients

5,942,781,255 81.59 98.07 45,037,414
3 1,292,326,962 17.74 93.63 6.36 127,218,626
1 43,996,867 0.6 99.99 0.005 6,967,648

2 2,535,364 0.03 99.7 0.29 37,055



pool.ntp.org

X X X X X X

X

30Ha He noanumcaHa! [lopepgemMm DNS?

SRC IP spoofing. KTo BaM npucbinaeT NnakeTbl?

SLA? - He oNnga nofib3oBaTenen, TONbKO MPOBEPKU MPOBHUKaMM
YYACTHMKOB My/a

He nyonumkytoT OaeTaNbHYO CTaTUCTUKY, TONbKO rpadmK OOCTYMHOCTU
(KapTWHKY) 3a nocnegHme aBa OHS

HeT penTuHra (paH>xmpoBaHMa) y4acTHUKOB

MOYXHO o4YeHb 4010 BblOU PaTb JIYHLWIMNX CaMOCTOATEJTbHO OLEHWNBAaAH
CBA3HOCTb, KOJTMHYECTBO TOHEK MNMPUNCYTCTBUNA, pPENyTaulnio,
KOMTMeTeHUnn...

Ho o ToM KakoBa Harpyska Ha cepsuce (pecypcbl CPU/NET) 1 cMoxeT
Ny BNagenewy otMaclwTabmpoBaTb MHCTAHC(bl) Bbl HUKOMOA HE y3HaeTe

()¢



Frae 6patb NTP? X

* Te, KTO genaeT pa3finMyHble XOpoLllne, CIOXKHble (ATOMHbIE) Yachl. YMEIOT B
MNPMBOPbI M METOOMKU, OrPaHMYEeHbl CBOEN MHPPACTPYKTYPOM

OnepaTopbl CBA3U, TESTEKOM. XOPOLLO YMEIOT AenaTtb MHPPACTPYKTYPY, a
CEPBUCbI — MO pPa3HOMY. HeKoTopble MOTYT AaTb cepBUC BHYTPU Bawero L3VPN,

HO BO3MOXHO HebecnaTHo. Autokey — He gaayT. XOCTAT CEPBUC TONbKO Y cebq,
a Mbl 3HAaEeM YTO He 6biBaeT abCoTKOTHO HAOéXKHbIX ISP

* [nnepckemnepsbl - GCP, AWS, opyrmne CLOUD nnatdopmMbl. HebonbLime

npensiaratoT MCMob30BaTh pool.ntp.org, 6onblune — OatoT TOSIbKO Managed
OS (BCé HM3KOYpPOBHEBOE OeMatoT 3a Bac)

Y Tex, KTO ero cgesnan ansa ceés (n gna Bac), Haripumep -

https://www.msk-ix.ru/ntp-server/




Kak xopolio B3Tb cepBMUC.
AnsamH Ana ceo6n

Bo3bMuTe BpeMa (y»Ke Bbibpanm cepBMc?) Ha
HECKOJIbKO CBOUX CEPBEPOB (He CeTEBbIX
KOPOOOK). NovemMy? MOHUTOPUHI, METPUKW,
ACL, MOHATHbIN COPT U XXMU3HEHHbLIN LUK
NnnaThopMbl

CUHXPOHU3NPYNTE UX BCE MEXKOY COOOM
(aBTOpM30BaHO NMo autokey)

Jlydlue BbiOpaTbh COBPEMEHHbDIE TUMbI
XeLlnpoBaHMA KITto4Hen

B KOH)UIre Ncnonb3ymte KOHCTRYKLUWMIO:

|’1

* “pool” c fgdn ecnun y Bac xopowmnm DNS

e “server” c IP4/6 ecnu xotnTe 4To6bI NTP
NpoOo/MKan paboTaTb KOrga
DNS npunaxxet

CepBUCHbIN afpec (OTKyOa 6yayT
6paTb BpeMs BCe BalLl CUCTEMDbI)
coenanTe (MoKanbHbIM) anycast-oM

ACL c rate Iimit

ReadOnly rootfs gpobasnget XX
“NonHTOB” K HAOEXHOCTU

He 3abyabTe Mpo MOHUTOPUHT



Bonpocbi?!

/IBaH BnacoB

l.vlasov@msk-ix.ru
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