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400 000

New malicious objects detected by Kaspersky every day (2022)



General statistics — Kaspersky Security Network — main numbers (2023 H1)

,667,005,508 462,210,159

attacks blocked launched from online malicious and potentially unwanted URLs
resources around the globe detected

185,168 110,229

users were protected from attempts to customers protected from ransomware
stealmoney from online bank accounts attacks
with malware

79,485,155

malicious and potentially unwanted
objects detected

The data is based on detection notifications of Kaspersky products received from users who consented to providing statisticaldata



General statistics — Kaspersky Security Network — web threats geography (2022 -2023 H1)

Relative attackrate Regions by % of Kaspersky customers

encountered web-based threats
(attacked users /
allusers)

+0,05 %
—
, (i

2023 HI

2022

APAC EU LATAM META NA Russia & CIS

The data is based on detection notifications of Kaspersky products received from users who consented to providing statisticaldata.



General statistics — Kaspersky Security Network — attacks by industries (2023 H1)

Travel/Hospitality/Recreation

Attacks
by mdustries

Transportation & Warehousing
Retail & Wholesale
Publishing/Broadcast/Media
Professional Services

Other

Not For Profit

Manufacturing

IT & Telecommunications
2023 H1 Healthcare
Government
Finance/lnsurance/Real Estate
Energy & Utilities

Education

Construction

Agriculture/Forestry

0,7%

0,4%

19%
2,7%
4,6%
3, 7%
4.4%
2.4%

6,0 %

The data is based on detection notifications of Kaspersky products received from users who consented to providing statisticaldata.

9.3%

8,1%

8.9%

8,1%

12,7%

11.8%

14,3%



IR statistics (2022)

Most popular attack vectors Verticals and industries by IRcases
918% 918% 19:20%
o N . -
. .06% .06% 3.06%
24%

Education Financial Goverment Healthcare Industrial T Mass Media Retail Telecom  Transportation Other

Geography of IRcases
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The data is based on Incident Response cases by Kaspersky Global Emergency Response Team in 2022



Kaspersky Managed Detection and Response statistics (2022)
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The data is based on incidents reported to customers of Kaspersky Management Detection and Response service in 2022
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Kaspersky Managed Detection and Response statistics (2022)

Reported incidents byjseverity

72%

Low

20%

8%

Medmum

Most used techniques

Account
Manipulation

The data is based on incidents reported to customers of Kaspersky Management Detection and Response service in 2022

20%

27%

23%

Valid Accounts  Exploitation of

Remote Services

Other



Kaspersky Managed Detection and Response statistics (2022)

High severity incident 00t causes

a ) ]
APTs APTtraces Insider
30%
[
Malware Critical
vulnerabilitics
)
Red Teaming Social
engmeering

27%

The data is based on incidents reported to customers of Kaspersky Management Detection and Response service in 2022



Phishing & spam — main numbers (2023 H1)

4169% of allemails around the world and 4149%
of allemails m the Russian segment of the mternet
were spam

31,064,405 312,195,337

malicious emailattachments blocked attempts to followphishing Inks blocked

2,366,406

attempts to follow phishing lnks were
associated with Telegram account
hpacking

The data is based on detection notifications of Kaspersky products received from users who consented to providing statisticaldata.
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Phishing — examples — fake investments

Elon Musk’s name is often used by
scammers in RUsegment

This scam attack lures victims
with the fake investment site in
Russian

Obviously,once victim ‘tops up
the account”money willgo to the
scammers

MNMoakno4ynTechb K NpoeKTty UnoHa
Macka n 3apabaTbiBanTe OT
4000€ exxeMmecs4Ho!

LA )

OTKpouTe cHeT
W HayHuTe 3apabaTbiBaTh

-




Phishing — examples — fake form to take over victim’s Telegram account

Fake form to receive a payment
for children under 18

It mitates an error and lures
victim to scan the provided
QRcode with his Telegram app

If victim does that, his/her Telegram
account willbe taken over

Bbinnartbl Ha geTe

3anonHuTe aHKeTy

Y710 TO NOLWNO He TaK...

Log in to Telegram by QR Code
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Vulnerabilities

CVEs

-
Critical CVE

The chart is based on the
data is from cve mitre.org
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Vulnerabilities — Q2 2023 — most exploited software

;o .

Most actively exphoted
vulnerabilties (on EP):

Browser CVE-20 17-11882 CVE-2018-0802

RCE in MS Office Equation Editor
8%

CVE-2017-0199

RCE n MS Office Word/ WordPad

4 )
I&s

2.

(@

Adobe Flash
76% CVE-2017-8570
RCE in MS Office,exploited via specifically crafted
PDF HTA script

The data is based on detection notifications of Kaspersky products received from users who consented to providing statisticaldata.


https://securelist.com/nokoyawa-ransomware-attacks-with-windows-zero-day/109483/

Vulnerabilities — Q2 2023

Most actively exploited
vulnerabilties (on EP):

CVE-2017-11882 CVE-2018-0802

RCE in MS Office Equation Editor

CVE-2017-0199

RCE in MS Office Word/ WordPad

CVE-2017-8570

RCE in MS Office,exploited via specifically crafted
HTA script
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Notable new vulnerabilties:

CVE-2023-34362 CVE-2023-35036 CVE-2023-35708

a group of CVEs in MovelTl Transfer software,actively used by
Clop ransomware gang;almost 1000 organizations affected

CVE-2023-27350

mn PaperCut software,actively exploited by Bloody group

CVE-2023-28252 Learn more

Windows vulnerabilty used n Nokoyawa ransomware attacks.
First reported by Kaspersky (Boris Larin).

The data is based on detection notifications of Kaspersky products received from users who consented to providing statisticaldata.


https://securelist.com/nokoyawa-ransomware-attacks-with-windows-zero-day/109483/

New posts on ransomware blogs (aka data leak sites, DLS) per month, dynamics, 2023 H1 16

Number of posts n 2023 — 94% o0f 2022 in first 8 months

Number of posts in ransomware blogs in 2022

225% 228%
213% 209% 210%
172% 178%
i I
January February March April May June July August

The data is based on detection notifications of Kaspersky products received from users who consented to providing statisticaldata.



Ransomware — DLS statistics (2023 H1)

The diagram reflects the most

prolific @xtortion gangs, that is,

the ones that added the largest
numbers of victims to thewr data
leak sites (DLS).

o S
Lockbit Clop Vice Society
) I L
Black BlackCat/ Other

Basta ALPHV

12%
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Ransomware - initial vectors and tools

Attackers

PowerShell

to collect data

Exploitation of public-facing apps

Compromised accounts

. Malicious email
Mimikatz

to escalate privileges
External remote services

PsExec

to escalate privileges Trusted relationships

Other
Cobalt Strike

frameworks like forall N
stages of attack Hardware additions

Inttialattack vectors
(IRcases,2022)

4.8%

4,.8%

24%

119%

9.5%

23.8%

42.9%



Ransomware - initial vectors and tools

The hatefuleight:
Kaspersky’s guide to
modern ransomware
groups’ TTPs

Learn more

® Conti/Ryuk @® Lockbit20

Clop (TA505)

BlackByte

Pysa Hive @® RagnarlLocker BlackCat

External Remote
Services T1133

Account Discovery
T1087

Inhibit System
Recovery /T1490

[ ] [ ]

Indicator Removal on
Host: Clear Windows
Event Logs T1070.001

Exploit Public-Facing
Application T1190

Windows
Management
Instrumentation T1047

Access Token
Manipulation T1134

Create or Modify
System Process:
Windows Service
T1543.003

Signed Binary Proxy
Execution T1218

Files and directory
discovery T1083

OS Credential
Dumping T1003

Remote Services:
SMB/Windows Admin
Shares T1021.002

[ ] ( X}
Service Stop T1489

Data Encrypted for
Impact T1486

L] [ J
Phishing T1566

Command and
Scripting Interpreter
T1059

[ J [ J
Exploitation for

Privilege Escalation
T1068

L]
BITS Jobs T1197

Masquerading
T1036.003

Process Discovery
T1057

User Execution:
Malicious File
T1204.002

Abuse Elevation
Control Mechanism
Bypass User Account
Control T1548.002

Account Manipulation
T1098

Process Injection
T1055

Remote System
Discovery T1018

Credentials from Password Stores: Credentials
from Web Browsers T1555.003

Remote Services:
Remote Desktop
Protocol T1021.001

Indicator Removal
on Host: File Deletion
T1486 T1070.004

Lateral Tool Transfer
T1570

Deobfuscate/Decode
Files or Information
TN40

Boot or Logon
Autostart Execution:

Registry Run Keys
/ Startup Folder
T1547.001

[ ]

Impair Defenses
T1562

[ ] (X J

Network Share
Discovery T1135

[ ] [ X ]
Brute Force T1110
([ ] (X J
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Application Layer
Protocol: Web
Protocols T1071.001

Scheduled Task/
Job: Scheduled Task
T1053.005

System Network
Connections
Discovery T1049

Exfiltration Over C2 Channel

Exfiltration Over Web Service: Exfiltration to
Cloud Storage T1567.002


https://securelist.com/modern-ransomware-groups-ttps/106824/

Supply chain attacks & risks

New cases of supply cham
attacks contmue to emerge

Not just an infostealer: Gopuram backdoor deployed e
through 3CX supply chain attack LofyLife: malicious npm packages steal Discord
i tokens and bank card data

GREAT WEBINARS

GReAT Ideas. Bala

GReAT Ideas. Gree
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Supply chain attacks & risks

Open source
software brings
supply cham risks

NPM supply-chain attack impacts hundreds of websites and apps

By Sergiu Gatlan

21



Supply chain attacks & risks

Vulherabilities discoveredin 35,000 +
packages m popularrepositories

Malware or potentially dangerous software
discovered m4,500+ packages m popular
repositories

Two more malicious Python packages in the PyPI

241 npm and PyPI packages caught dropping Linux
cryptominers

22



Data leaks — statistics (Russia only, 2022)

1638 2,126,095,255

data leaks detected leaked data rows found

Data leaks per month 34

16
14

January February March April May June July August

The data is based onresearch by Kaspersky Security Services and Kaspersky Digital Footprint Intelligence service

47,663,767

leaked data records with
passwords found

22

15
1 12

September October November December
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Operation Triangulation

Found by our own SOC with
Kaspersky Unified Monitoring and
Analysis Platform products

An unknown actor Disables iOS updates
using iOS iMessage to prevent patching
exploit since 2019 the bug

Memory-resident only. Highly sophisticated
No persistence cyberespionage
campaign

Discovery Detection Tool Implant




TLDCON 2023

Thank you!
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